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As Jacques de Larosiere reminds us:

“Strong supervision as well as careful risk

assessment and management are of the essence.

They will never be replaced by rules.”
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The drivers for regulatory 

change 
Growing sophistication of financial technology, leading to more complex 
activities and risk profiles in financial services organizations 

Globalization and the geographic spread of financial operations across national 
borders 

Increased collaboration between regulators across geographic jurisdictions, 

Widening of compliance requirements into other sectors of the financial services 
industry, such as anti-money laundering legislation and regulation 

Increased expectations for corporate accountability, emphasizing the importance 
of enhanced governance, ethics, independence, transparency and rigorous market 
disclosure 

Increased expectations for the standard of care that directors must exercise in 
discharging their fiduciary duties

Heightened public interest and pressure from nongovernmental interest groups, 
shareholders and the media around governance and risk management

Internal and external reporting from various applications and databases 

Divergence in compliance standards to satisfy country/host country regulators 

Heavy reliance on the IT infrastructure to provide an efficient and effective 
service and increased reliance on third parties as a result of developments in the 
payments and settlements adopted in various jurisdictions 



European structures for supervision



Cyber-crime, securities markets and 

systemic risk - IOSCO Research 16 July, 

2013 



Cyber-crime, securities markets and 

systemic risk - IOSCO Research 16 July, 

2013



EIOPA approach of ops risks 
(Final Report/27 September 2013)

…undertakings are required by Article 44 of Solvency II Directive to 

identify, measure, monitor, manage and report all risks to which 

they are or could be exposed. 

While EIOPA acknowledges that assessing operational risk is not an 

easy task, undertakings still need to address operational risk and to 

determine what measures they need to take to reduce and mitigate 

operational risk to an acceptable and proportionate level. 

Prudent Person Principle (Solvency II Directive Article 132): 

……Key risk indicators are an important monitoring tool that helps 

to ensure that undertakings are able to be compliant with this 

requirement.



From 1 January 2014 the present EIOPA 

Guidelines on System of Governance
National competent authorities should ensure that insurance and 

reinsurance undertakings and groups take the appropriate steps to: ………b. 

build an effective risk management system comprising strategies, 

processes and reporting procedures necessary to identify, measure, 

monitor, manage and report, on a continuous basis the risks, at an 

individual and at an aggregated level, to which they are or could be exposed, 

and their interdependencies;

….the undertaking covers at least…. activities and internal processes for 

managing operational risks, including the IT system supporting them.

…. it should establish a process for collecting and monitoring operational risk 

events.

…the undertaking develops and analyses an appropriate set of 

operational risk scenarios based on at least the following approaches: 

a)the failure of a key process, personnel or system; and 

b)the occurrence of external events. 



Critical or important functions 

In accordance with Article 49 of Solvency II Directive, national 

competent authorities should ensure that the undertaking determines 

and documents whether the outsourced function or activity is a 

critical or important function.

……critical or important functions or activities include: …..

e) the provision of data storage; 

f) the provision of on�going, day�to�day systems maintenance or 

support;

In accordance with Article 49 and Article 41 of Solvency II Directive, 

national competent authorities should ensure that the undertaking 

that outsources or considers outsourcing covers in its policy the 

undertaking’s approach and processes for outsourcing from the 

inception to the end of the contract. 



Sound Practices for the Management and

Supervision of Operational Risk – July 2012

Principle 4: It should identify and assess the operational risk inherent in all 
material products, activities, processes and systems. It should also ensure 
that before new products, activities, processes and systems are introduced or 
undertaken, the operational risk inherent in them is subject to adequate 
assessment procedures.

Principle 5: It should implement a process to regularly monitor operational 
risk profiles and material exposure to losses. 

Principle 7: It should have in place contingency and business continuity 
plans to ensure their ability to operate as going concerns and minimize 
losses in the event of severe business disruption. 

Principle 8: Supervisors should require that all entities, regardless of size, have 
an effective framework in place to identify, assess, monitor and control 
or mitigate material operational risks as part of an overall approach to risk 
management.

Principle 9: Supervisors should conduct, directly or indirectly, regular 
independent evaluation of policies, procedures and practices related to 
operational risks. Supervisors should ensure that there are appropriate 
reporting mechanisms in place which allow them to remain apprised of 
developments.



Processes to identify and assess 

operational risk

• Self- or Risk Assessment: it assesses its operations and activities against a 

menu of potential operational risk vulnerabilities. 

• Risk Mapping: in this process, various business units, organizational functions 

or process flows are mapped by risk type. 

• Key Risk Indicators: risk indicators are statistics and/or metrics, often 

financial, which can provide insight into a risk position. These indicators tend 

to be reviewed on a periodic basis (such as monthly or quarterly) to alert 

changes that may be indicative of risk concerns. Such indicators may include 

the number of failed trades, staff turnover rates and the frequency and/or 

severity of errors and omissions.

• Scorecards: these provide a means of translating qualitative assessments 

into quantitative metrics that give a relative ranking of different types of 

operational risk exposures. Some scores may relate to risks unique to a 

specific business line while others may rank risks that cut across business 

lines



Operational risk management 

methodologies (Lloyds RM toolkit)
Risk and control self-assessment (RCSA) : methodology and approach, with reference 

to practical guidance / templates / rating for the risk and control self assessment 
exercise 

Internal loss data : tracking of loss data, including actual losses, near misses and 
potential losses, in accordance with risk policy and management reporting 
requirements 

Key risk indicators (KRIs) : key attributes of and purpose for KRI monitoring and 
reporting explanation of the monitoring and reporting of KRIs 

Stress and scenario testing : performing stress / scenario testing on severe unexpected 
events or tail losses in order to: 

aid testing of the financial and non financial impact of potential operational risk 
exposures; 

ascertain the related responsiveness of the existing control environment to the 
scenarios. 

External operational risk data : approach to the use of external data , limitations of 
available existing external data 



Risk-based supervision

With the introduction of Solvency II and 

Basel III , regulations include process-

based and outcome-based provisions, 

going to a risk-based-supervision.



What do these significant loss events have 

in common? 

AIG – CDS exposure
UBS – trade fraud (still under investigation)

Societe Generale – trade fraud

Citibank - privacy breach 

Madoff – ponzi scheme

Barings – concentration 

HINT: Trick question.... 

ANSWER of RiskBusiness Americas : After analyzing 
post-loss & causal factors, they all had a good chance of 
being prevented or detected if Key Risk Indicators 
(KRIs) provided ‘closer to real time’ information that 
could be aggregated, analyzed, and escalated . 



Define KRI, Develop Measurement 

Policy & Specify the Threshold 

© 2010-2011 RiskBusiness Americas LLC



Factors and controls



KRI Definition



Possible KRIs include....... 

Access Control – measures the adherence to access control 
standards, with emphasis at the infrastructure and end user 
control levels 

Project/Initiative Security Risk Management – measures the 
adherence to the process and the level of risk that is accepted 
and implemented by the business 

Information Protection – an overall category which measures 
the effectiveness of the information protection mechanisms 

Information Security Incident Effectiveness – measures the 
effectiveness of the security incident management process 

Security Governance – measures the currency and 
implementation of the information security governance 
framework 

Security Awareness – measures the commitment to the 
information security awareness training programs at an 
enterprise level 

Threat Mitigation – measures the effectiveness of the security 
controls in place to prevent and mitigate threats 



Cadrul de referinţă pentru audit IT 
recomandat de 

Manualul de Audit al Curții de Conturi (2012)

COBIT a fost aliniat şi armonizat cu 

standarde detaliate şi bune practici

IT:

•COSO, 

•ISO 27000, 

•ITIL, 

•Sarbanes-Oxley Act, 

•BASEL II 

şi acţionează ca un integrator al 

acestor standarde, sintetizând

obiectivele principale sub un singur

cadru de referinţă general acceptat. 

În condiţiile trecerii la cadul de lucru

COBIT 5, se va extinde referenţialul

pentru auditare şi la standardele

enumerate mai sus, noua arhitectură

asigurând convergenţa cu acestea. 



Recomandari Curtea de Conturi

În concordanţă cu rezultatele raportate de ISACA, cauzele 
generatoare de erori produse sunt: 

1. erorile produse de utilizatori 

2. dezastre naturale 

3. frauda 

4. căderile hardware

Cadrul de lucru COBIT oferă un model al proceselor generice ce 
prezintă toate procesele identificate în mod normal la nivelul 
funcţiei IT, oferind în acelaşi timp un model comun de referinţă 
ce poate fi înţeles atât de către manageri cât şi de auditori. 

Obiectivele de control IT din cadrul COBIT sunt organizate pe 
procese IT; prin urmare, cadrul de referinţă oferă o legătură clară 
între cerinţele de guvernare IT, procesele IT şi controalele IT . Se 
bazează pe obiectivele de control, liniile directoare pentru 
auditare asigură eliminarea opiniei auditorului din concluziile 
auditului, înlocuind această opinie cu criterii de autoritate 
recunoscută derivate din fundamentele COBIT. 



Mulțumesc
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calin.rangu@asfromania.ro
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